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ACTION SS-30 

INFO OCT-01 lSO-00 SSO-00 CCO-00 NSCE-00 DODE-00 ClAE-00 

USSS-00 INRE-00 NSAE-00 /031 W 

023413 

ZO031032ZNOV73 
FM AMCONSUL JERUSALEM 
TO SECSTATE WASHDC ELASH 4654 
INFO AMEMBASSY TEL AVIV IMMEDIATE 
USMISSION USUN NY IMMEDIATE 

SECRET JERUSALEM 1251 

EXDIS 

E.O. 11652: GDS 
TAGS: ASEC.ACOM 

SUBJ: IMPROPER HANDLING OF SENSITIVE INFORMATION 
REF: STATE 217365 

1 . 1 HAVE JUST READ REETEL AND AM VERY DISTURBED TO NOTE 
CITATION IN PARA 2 OE INEORMATION FORWARDED BY JERUSALEM 1244 
CLASSIFIED SECRET EXDIS AND MARKED XGDS-1. REETEL, WHICH SENT 
ALL DIPLOMATIC AND CONSULAR POSTS WITH NO LIMIT ON DISTRIBUTION 
AND MARKED GDS IDENTIFIES EXTREMELY SENSITIVE SOURCE WHICH MY 
CABLE HAD SPECIFICALLY POINTED OUT MUST BE PROTECTED. WHILE 
NOT AS SERIOUS, OTHER INFORMATION IN PARA 2 REFTEL WHICH 
IDENTIFIED AS COMING FROM UNTSO SOURCE REQUIRING PROTECTION 
WAS TAKEN EROM JERUSALEM 1248, MARKED LIMDIS AND XGDS-1. 

2. REQUEST URGENT ACTION BY DEPT TO ADVISE ALL RECIPIENTS OF 
REFTEL OE IMPORTANCE OE FULLY PROTECTING SOURCES OF INFO CON- 
TAINED PARA 2 REFTEL. WHILE DISTRIBUTION SHOULD ALSO BE CHANGED 
TO EXDIS, I WOULD NOT CONSIDER THAT ACTION ALONE AT THIS STAGE 
SUEFICIENT IN LIGHT WIDE DISTRIBUTION CABLE HAS ALREADY BEEN 
GIVEN. ALSO URGE EFFECTIVE ACTION TO PREVENT SIMILAR BREACH 
OF REGULATIONS IN FUTURE. 

DAY 

SECRET 
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SECRET 
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Message Attributes 



Automatic Decaptioning: Z 
Capture Date: 1 1 MAY 1999 
Channei indicators: n/a 
Current Classification: UNCLASSIFIED 
Concepts: n/a 
Control Number: n/a 
Copy: SINGLE 
Draft Date: 03 NOV 1973 
Decaption Date: 28 MAY 2004 
Decaption Note: 25 YEAR REVIEW 
Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: garlanwa 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973JERUSA01251 

Document Source: ADS 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: 11652 GDS 

Errors: n/a 

Film Number: P750023-0894 
From: JERUSALEM 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1973/newtext/t19731 166/abqceffr.tel 

Line Count: 52 

Locator: TEXT ON-LINE, TEXT ON MICROFILM 
Office: ACTION SS 
Original Classification: SECRET 
Original Handling Restrictions: EXDIS 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: 

Previous Classification: SECRET 

Previous Handling Restrictions: EXDIS 

Reference: STATE 217365 

Review Action: RELEASED, APPROVED 

Review Authority: garlanwa 

Review Comment: n/a 

Review Content Flags: 

Review Date: 09 OCT 2001 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <09-0ct-2001 by shawdg>; APPROVED <1 1 -Dec-2001 by garlanwa> 

Review Markings: 

Declassified/Released 
US Department of State 
EO Systematic Review 
30 JUN 2005 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: IMPROPER HANDLING OF SENSITIVE INFORMATION 

TAGS: ASEC, ACOM 

To: STATE FLASH INFO TEL AVIV 

USUN NY 

Type: TE 
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